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Email Encryption for Windows Users

To Get Certificate:

Option A:
v' Come into the ITS HelpDesk

» Login to a Windows computer and have a HelpDesk associate help you through the
process.

Option B:
v University-Owned Computers Running Windows Vista
» Go through Console
e C(Click Start Orb
e C(Click Place Cursor in the Search Bar in Vista

e Type MMC
e Press Enter on your keyboard
e Click File

e (Click Add/Remove Snap-in
e C(Click Certificates

e C(Click Add

e Select My User Account
e Click Finish

e (Click OK

e Double-click Certificates—Current User

e Right-click Personal in the center window pane

e Click All Tasks

e C(Click Request New Certificate

e Click Next

e Select Encryption Certificate

e C(Click Details, found to the right of Encryption Certificate
e C(Click Properties

e Type your unigname as the Friendly name

e (Click OK
e C(Click Enroll
o C(Click Finish

e Close the console
e When prompted about saving the console click No

v’ University-Owned Computers Running Windows XP
» Go through Console

e  Click Start
e Click Run

e Type MMC
e Click OK

e Click File

e (Click Add/Remove Snap-in
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e Click Add
e Click Certificates
e Click Add
e Select My User Account
e Click Finish
e Click Close
e Click OK

e Double-click Certificates—Current User
e Right-click Personal in the right window pane
e Click All Tasks
e C(Click Request New Certificate
e C(Click Next
e Select Encryption Certificate
e Check Advanced
e Click Next
e Use Default Settings and Click Next again
e Use Default Settings and Click Next again
e Type your unigname as your friendly name
e Click Next
e Click Finish
e C(Click OK for the Certificate Successfully Installed dialogue box
e Close the console
* You do not need to save the console settings when asked.

Option C:
For Internet Explorer Use ONLY

https://certs.umflint.edu/certsrv/

> You may or may not be asked these two questions when starting this process
e C(Click yes to continue with bad Certificate
e Jfasked to login, use your unigname@umflint.edu and your LAN password

» All Users will follow the directions from here on

e Click Continue with Bad Certificate

e C(Click Request Certificate

e C(Click Advanced Certificate Request

e C(Click Create and Submit a Request to this CA

e For Certificate Template select Encryption Certificate from the drop-down menu

e Place unigname in Friendly Name field

e Use the default choices for all other options

e Click Submit
0 A box will pop up saying Generating Request
0 Thenaboxmaypop-dzL) SYGAGEf SR dat 2GSy GAlrf { ONARLIIAY

screen)

e C(lick Yes

e Click Install Certificate

e ClickYesTF2NJ 6 KS a2y S 2ZwniMg2 NE OSNIATFTAONGSa
0 Certificate was installed successfully


https://certs.umflint.edu/certsrv/

To Export an Existing Certificate from My Computer:
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These steps will assist you with exporting a newly created certificate so that you will have a copy
available for future use on other machines. This step is REQUIRED in order to import/install your

certificate for use.

v UniversityOwned Computers Runninyindows XP and Vista

e C(Click Start Orb or Start Button

e Click Run or Place Curser in the Search bar in Vista

e Type MMC
» Vista: Press the Enter key on the keyboard
» XP: Click OK
e Click File
e (Click Add/Remove Snap-in
» Vista:
= Click Certificates
= (Click Add
= Select My User Account
= Click Finish
= Click OK
>  XP:
= (Click Add
= (Click Certificates
= (Click Add

Select My User Account
Click Finish

Click Close

Click OK

e Double-click Certificates—Current User
e Double-click Personal

e Double-click Certificates

e Right-click your certificate

o Click All Tasks

e C(Click Export
e Click Next

e C(Click yes, export the private key

o C(Click Next

e Keep Default Settings and Click Next
e Create a password to protect your certificate, type this password in both text

boxes
o C(Click Next
e C(Click Browse

e Choose your H:Drive (My Computer -> Home drive)

e Name your certificate

e (Click Save
e (Click Next
e (Click Finish

» Click OK on Export was successful message box

e Close the console
* You do not need to save the console settings when asked.
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To Import A Certificate

These steps will assist you with importing a newly created, or recovered, certificate onto the
computer you are currently working on. This can also be used to import a certificate on more than one
computer for users that are on more than one computer regularly.

1. Double-click your certificate
a. If you received your certificate via email you will need to save your certificate to
your H: Drive, or a personal local drive if off campus, before completing these
steps.
i. Todo this right click the attachment and click save.
ii. Now you can start back at step 1
2. Click Next
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Click Next
Type in password provided to the user by Security
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6. Click Next

Certificate Import Wizard @

Password
To maintain security, the private key was protected with a password,

Type the password for the private key.

Password:
],«m*m»«x«

[“]Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option,

[ tark this key as exportable. This will allow you to back up or transport your
keys at a later time.

[ < Back I[ Next > ][ Cancel

7. Click Next
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Certificate Import Wizard @

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for

(® automatically select the certificate store based on the type of certificate:

O Place all certificates in the Following store

[ < Back ][ Mext > ][ Cancel ]

8. Click Finish

Certificate Import Wizard @

Completing the Certificate Import
Wizard

You have successfully completed the Certificate Import
wizard,

You have specified the following settings:

[ Certificate Store Selected Automatical[&/ determined by t|
Content PFX
File Name H:\daschlosiwoot. pFx

[ < Back ][ Finish ][ Cancel ]

9. Click OK on the dialogue box stating that the import was successful.

v" Now the certificate is installed on that machine and you should be able to view the
encrypted email.

v" The certificate should be kept once recovered because it can be installed on any
machine you are accessing your mail on. This will create a copy of the certificateT not
another certificateT therefore alleviating problems with multiple certificates.
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To Send a Message in Outlook 2003 and 2007

» Type message like normal
» Outlook 2007:
0 Before hitting send go to the top of the ribbon bar
e Click the Arrow Box in the bottom right of the Message Options Section
e Click Security Settings in the new window
e Select Encrypt Message Contents and Attachments

e (Click OK
e (Click Close
e (Click Send

» Outlook 2003:
0 Before hitting send go to the top of the screen and click Options
e C(Click Security Settings in the new window
e Select Encrypt Message Contents and Attachments

e (Click OK
o C(lick Close
e C(Click Send

**|f the recipient does not have a certificate then you will be given the option to send the message
unencrypted or cancel the message sending. **



